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User GM DS

Uploading

1. System Parameter Generation

λ = ( f (·), h(·), q)

2. Key Generation

Keep the KEY MATCHING Table

{gk}←−−−−−−−−−−−−−−−−−−−Trans f er

3. Index Generation and Document Encryption

{ f
gk j

i
(dn), fgk j

i
(Dn), fgk j

i
(wn,1), fgk j

i
(wn,2),...}

−−−−−−−−−−−−−−−−−−−−−−−−→

4. Database Update

Decrypt→ Re− encrypt;

{ fkc(dn), fdki(Dn), fiki(wn,1),...}−−−−−−−−−−−−−−−−−→ Insert to Database

Downloading

1. Trapdoor Generation

{gi, f
gk j

i
(w)}

−−−−−−−−−−−→
Decrypt→ Re− encrypt;

Tw= fiki
(w)

−−−−−−−−−−→ 2. Retrieval

Index List

Encrypted Document

Return;

Decrypt→ Re− encrypt; { fdki
(Dt)}

←−−−−−−−−
3. Decryption

{ f
gk j

i
(Dt)}

←−−−−−−−−
{Dt}


